s# EVLENS BACKEND API DOCUMENTATION

% TECH STACK
o BACKEND FRAMEWORK: NODE.JS WITH EXPRESS
o DATABASE: MONGODB WITH MONGOOSE
o AUTHENTICATION: JWT + BCRYPTJS
« TEMPLATING (IF NEEDED): HANDLEBARS (HBS)
o DEPLOYMENT READY: CORS FOR FRONTEND INTEGRATION WITH VERCE

¥ ENVIRONMENT VARIABLES (REQUIRED IN .ENV)
o PORT=YOUR_DESIRED_ PORT

« MONGOURL=MONGODB_CONNECTION_STRING
« KEY=JWT_SECRET_KEY

¥ DIRECTORY STRUCTURE
PROJECT/
|— puBLIC/ /| STATIC ASSETS
|— .ENV /| ENVIRONMENT VARIABLES
| —— SERVER.JS
@ MIDDLEWARE

y VERIFYTOKEN(REQ, RES, NEXT)
o EXTRACTS JWT FROM AUTHORIZATION HEADER.
o VERIFIES TOKEN USING PROCESS.ENV.KEY.
« ADDS REQ.USER WITH DECODED DATA (USERNAME).

.!. USER AUTHENTICATION

B rOST /ar1/sigNUP

CREATES A NEW USER ACCOUNT.

REQUEST BoDy:

JSON:

{
"NAME": "USERNAME",
"PASSWORD": "PLAINTEXTPASSWORD"

}

RESPONSE:
o 201 CREATED: { MESSAGE: "SUCCESSFULLY CREATED ACCOUNT." }
o 400 BAD REQUEST: { ERROR: "USERNAME NOT AVAILABLE" }
e 500 SERVER ERROR



A POST /API/LOGIN

AUTHENTICATES USER AND RETURNS A JWT.

REQUEST BoDy:

JSON:

{

"NAME": "USERNAME",

"PASSWORD": "PLAINTEXTPASSWORD"

}

RESPONSE:

JSON:

{

"STATUS": "SUCCESS",

"TOKEN": "JWT TOKEN"

}
e 401 UNAUTHORIZED: INCORRECT CREDENTIALS
e 500 SERVER ERROR

4 STATION MANAGEMENT (PROTECTED ROUTES)
ALL FOLLOWING ROUTES REQUIRE AUTHORIZATION: BEARER <TOKEN> IN HEADERS.
POST /API/ADDSTATION

ADDS A NEW STATION.

REQUEST BoDy:

JSON:

{

"NAME": "STATIONNAME",

"LATITUDE": 19.123,

"LONGITUDE": 72.456,

"STATUS": "ACTIVE",

"POWEROUTPUT": 120,

"CONNECTORTYPE": "TYPE2"

}

RESPONSE:
e 200 OK: { DATA: "SUCCESSFULLY ADDED" }
» 400 BAD REQUEST OR 409 CONFLICT: VALIDATION ERRORS
e 500 SERVER ERROR

POST /API/DELETESTATION
DELETES A STATION BY NAME (ONLY IF ADDED BY THE USER).
REQUEST BoDy:
JSON:
{
"NAME": "STATIONNAME"
}
RESPONSE:
o 200 OK: { DATA: "SUCCESSFULLY DELETED THE STATION" }
» 404 NoT FOUND
e 500 SERVER ERROR



% POST /ap1/UPDATESTATION
UPDATES A STATION’S DETAILS (MUST BELONG TO USER).
REQUEST BoDy:
JSON:
{
"NAME": "STATIONNAME",
"LATITUDE": 19.123,
"LONGITUDE": 72..456,
"STATUS": "INACTIVE",
"POWEROUTPUT": 100,
"CONNECTORTYPE": "CCS"
}
RESPONSE:
o 200 OK: { DATA: "SUCCESSFULLY UPDATED" }
« 404 NOT FOUND
e 400 BAD REQUEST
e 500 SERVER ERROR

& GET /API/GETSTATIONS

FETCHES ALL STATIONS ADDED BY THE AUTHENTICATED USER.
RESPONSE:

JSON:

[{

"NAME": "STATION 1",

"LATITUDE": 19.1,

"LONGITUDE": 72..8, ...

]

M User AcTiviTY LOG

M GET /AP1/GETACTIVITY

RETURNS LATEST 10 ACTIVITIES PERFORMED BY USER.
RESPONSE:

JSON:

[{

"USER": "JOHN",

"ACTION": "ADDED",

"STATIONNAME": "STATION 1",
"TIMESTAMP": "2025-06-06T12:00:00Z"
[

= MODELS

USER:

{

NAME: STRING, // UNIQUE
PASSWORD: STRING // HASHED
}



STATION:

{
NAME: STRING,
LATITUDE: NUMBER,
LONGITUDE: NUMBER,
STATUS: STRING,
POWEROUTPUT: NUMBER,
CONNECTORTYPE: STRING,
ADDEDBY: STRING

ACTIVITY:
{
USER: STRING,
ACTION: "ADDED" | "UPDATED" | "DELETED",
STATIONNAME: STRING,
TIMESTAMP: DATE

&¥ SECURITY FEATURES
o JWT AUTH WITH MIDDLEWARE VALIDATION
+ PASSWORD HASHING USING BCRYPTJS
o CORS CONFIGURATION FOR HTTPS://EVLENS.VERCEL.APP
o PROTECTED CRUD OPERATIONS BASED ON USER IDENTITY



